Symprex Folder Permissions Manager

User’s Guide

© Symprex Ltd. All Rights Reserved.

Version 4.1.

Symprex Ltd.,
London, England.

Web: http://www.symprex.com

General: info@symprex.com
Sales: sales@symprex.com
Support: support@symprex.com



http://www.symprex.com/
mailto:info@symprex.com
mailto:sales@symprex.com
mailto:support@symprex.com

Table of Contents

TABLE OF CONTENTS

T INIFOAUCTION. ... e e s 3
1.1 System ReqUIrEMENES.........oovmiiiiiiieee e 3
1.2 Permissions ReqUIrEMENtS ........coeiiiiiiiiiiiee e 3

122 1 V1 o] 4 = | 4
2.1 Getting STArted.........uveiiiiiiiiiiiiiiiiii 4
2.2 The Main Application WINAOW............cooiiiiiiiiiiiiiiie e 4
2.3 MENUS ... aaaa 5

2.3 Fle MENU ... 5
2.3.2 TOOIS MENU ... e e e e e 5
2.3.3 TemplateS MENU...........oiiiiie e 5
2.3 4 HeIP MENU ... 6
2.3.5 Context-Sensitive MEeNU ... 6
P2 o) (o] o 1 6
2.5 Apply Permissions t0 GrOUP ........uuiiiiiieiieieiice e 7
P20 N U= o ) o 9

G =10 0] 0] F= ) (=TS TSSO 10
3.1 The Templates Manager ... 10
3.2 The Template Wizard............cooouuiiiiiiiiiii e 10

3.2 1 WEICOME ... e e 11
3.2.2 Step One — Name and Type of Template..........ccccvveieiiiiiiiiiiiinnenn. 11
3.2.3 Step Two — Modified OBJECLS ...........uuuiiiiiiiiiiiiiiiiiiiiiiie 12
3.2.4 Step Three — Configure Folders and Permissions.............cccccceuvuee... 12
3.2.5 Ready to Create/Update Template............ccoooeeeiiiiiiiiiini, 13
3.2.6 FINISNEA!.....ouiiiiiiiiii e 13
3.3 Applying @ Template ........coooo e 13

4 MiISCEIlANEOUS ISSUES ....coeeviiiiiiiiiiiiiiiiieeeeeeeeeeeee ettt e e 16
4.1 Exchange 2003/2007 Additional Information ................cccccuiiiiiiiiiiinnnnnns 16
4.2 Outlook 2000 Additional Information ................ccccceeuiiiiiiiiiiiiiee 17
4.3 Public Folders and the Owner User...........cooooooiiiiiiiiiiiieeeeeeec e 17
4.4 Read-Only Public FOIAErs ........cooiiiiiiiceee e 17
4.5 Setting Folder PermiSSions ...............uuuuuiiiiiiiiiiiiiii 17

451 NaME/ROIE ... 17
I o = 4 01T (o] o 1 17
453 ROIES ... 18
4.5.4 Individual PermiSSiONS.........ccooeiiiiiiiiiee e 18
455 Edit HEMS oo 19
4.5.6 Delete IHemMS ... 19

5 Required Account PErmiSSIONS .......c..ueiiiieiiiie e 20
5.1 Exchange 5.5 Account Permissions ............ccoovvviviiiiiiiiiiiiiiiiiiiiiiieeeeeeee 20
5.2 Exchange 2000/2003 Account PermisSions.........cccceeevvveeviiieiiiiieeeeeeeeenns 22
5.3 Exchange 2007 Account Permissions ..., 23

6 CoNtacCting SYMPIEX ...coveiiiiiee e e e e e 24
6.1 Visit OUr WED Site ......eeieeieeeeee e 24
6.2 Contact US by €-Malil.........ccooimiiiiice e 24
6.3 Contact your local reSeller ..............uuuuiiiiiiiiiiiiiiiie 24

Symprex Folder Permissions Manager User’s Guide | 2



Introduction

1 INTRODUCTION

Symprex Folder Permissions Manager is a powerful application that allows you
to view and change permissions on folders within individual mailboxes, groups

and address lists. Common sets of permissions can be stored within templates
and applied as desired to make repetitive tasks much simpler. Permissions can
be applied to a folder and its sub folders, or to any set of folders on the server,

and specified permissions can be appended, replaced, removed or updated.

Symprex Folder Permissions Manager is also the perfect tool for maintaining
and enforcing permissions on mailboxes and folders according to a defined
policy. For example, it is easy to ensure that all receptionists have Reviewer
permissions on all Calendar folders, or that all users have Author permissions
on all Contact folders.

1.1 System Requirements

Symprex Folder Permissions Manager requires:

e When installing on workstation:
Microsoft Windows NT4 (SP3 or later), 2000, XP or Vista
Microsoft Outlook 2000, 2002 (SP3 or later), 2003 or 2007

e When installing on server:
Microsoft Windows Server NT4 (SP3 or later), 2000 or 2003
Microsoft Exchange 5.5, 2000, 2003 or 2007

e 10 MB free hard-disk space
e 800 x 600 or higher screen resolution
e Supports use via terminal services on the above listed server platforms

Symprex Folder Permissions Manager can access mailbox and public folders
on any Exchange 5.5, 2000, 2003 and 2007 server. Please note recommended
settings for Exchange 2003 and 2007 servers described in §4.1.

1.2 Permissions Requirements
Symprex Folder Permissions Manager requires you to be logged on to Windows

with a domain account that must have certain permissions in the domain and on
your Exchange server (see §5).
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2 TUTORIAL

2.1 Getting Started

Symprex Folder Permissions Manager is started by clicking its icon in the
program group. If the application is running in evaluation mode, a window will
be displayed advising you of the number days remaining in the evaluation
period. If you have purchased a license, you can enter it by clicking the Enter
Registration... button.

After the splash screen has been displayed, you may be required to select the
profile of the Exchange user you wish to connect as. Once successfully logged
on, the main application window will be opened.

Symprex Folder Permissions Manager requires you to be logged on to Windows

with a domain account that must have certain permissions in the domain and on
your Exchange server (see §5).

2.2 The Main Application Window
The main application window is split in to two parts.

% Symprex Folder Permissions Manager - |D|ﬂ

File Tools Templates Help

@ Address Lists Wiz R
- [B Global Address List Defautt Resvigwner el
(- €% Administrator Support Reviewwer

- €% Alex Hawvking Sales Mone REmoye
..... @ Ann Miller Contributor

----- @ Contacts
----- @' Deleted ftems
..... @ Drafts

- Inbox —Permizzions

----- C«g Journal ; -
-3 Nates Roles: IRewewer j

""" < Outoox ™ Creste tems [ Eolder owner
----- S Sert tems
..... Ry Tasks ¥ Read tems [ Folder contact
€% 2nn Miler
€% Dave Wilson
iR Sales Ediit temz Delete ftems
B Sales & Support " Mone " Mone
8 Suppart ™ Own " Owen
€% Tim Martin e ol
- Al Address Lists
B3 Public Folders

It

Bropetties. .

[~ Creste subfolders [+ Folder visible

[~ wihen applying permissions also apply to sub-folders

Apply Permizsions | Refresh Permizsions

|Ready | 4

The left-hand side of the window displays a tree of your Exchange system,
including all address lists, distribution lists, mailboxes and folders for each
mailbox, and the Public Folders. Expanding the nodes (either by double-clicking
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the node itself or clicking the “+” box to the left of the node) will reveal the
contents of that node.

Note By default, the application shows all folders within each mailbox. This can
be modified by the “Only Show Default Folders” option; see §2.4.

The right-hand side of the window displays the permissions for the currently
selected folder from the Exchange system tree (when a non-folder node is
selected, the controls will be disabled).

The main list shows the users who have permissions on the selected folder.
The list may be changed by using the Add and Remove buttons, or you may
view the properties of an existing user in the list by clicking the Properties
button. Below the list, the permissions that the selected user has are displayed.
To change the permissions, either select the pre-defined role from the drop-
down list or set custom properties using the appropriate check boxes.

Check When applying permissions also apply to sub-folders to apply the
permissions to the currently selected folder and its sub-folders.

Once you are happy with the changes made, click the Apply Permissions to
Folder button. Alternatively, to restore the original permissions as currently set,
click the Refresh Folder Permissions button.

Note For a full description of how permissions can be set, see §4.5.

2.3 Menus
2.3.1 File Menu
The File menu contains the following items:

e Options — displays the Options dialog (see §2.4).
e Exit — closes the application.

2.3.2 Tools Menu
The Tools menu contains the following items:

e Apply Permissions to Group — displays the dialog to set the permissions
of a group of folders (see §2.5).

e Generate Report — generates a report of the permissions for the selected
group (see §2.6).

2.3.3 Templates Menu

The Templates menu contains the following items:
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e Manage Templates — displays the Templates Manager window (see
§3.1).

e Apply Template — when an item from the Exchange system tree that can
have a template applied is selected, this menu item displays the
Template Manager window is Apply mode (see §3.3).

2.3.4 Help Menu

The Help menu contains the following items:

e Contents — displays the help system for the application.

e Symprex Web Site — opens your default Internet browser at the Symprex
Web Site homepage.

e Symprex Support Page — opens your default Internet browser at the
Symprex support web page.

e About — displays the About box for the application.

2.3.5 Context-Sensitive Menu

The context-sensitive menu is displayed when an item in the explorer is right-
clicked. The menu contains the following items:

e Apply Permissions to Group... — displays the dialog to set the
permissions of a group of folders (see §2.5).

e Apply Template... - displays the dialog to apply a template (see §3.3).

e Manage Templates... - displays the dialog to manage templates (see
§3.1).

e Refresh... - refreshes the selected item.

e Generate Report... — displays the report dialog (see §2.6).

2.4 Options

The Options dialog is opened by selecting the File > Options... menu item. The
following options are available:

e Only Show Default Folders — forces the explorer to only show the default
Exchange folders within each mailbox. This can be faster than retrieving
all of the folders within a mailbox.

e Confirm applying new permissions — makes the application prompt for
confirmation when new permissions are being applied.

e Give restored user default rights (Outlook behaviour) — in Microsoft
Outlook, if a user is removed and then re-added to the list of
permissions, they are always assigned the default rights. This can be
annoying if the user had other rights when they were deleted. By de-
selecting this option, the application will restore the original rights for the
user if they are removed and re-added, but only whilst the changes have
not been applied.
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e Disable Splash Screen (Registered Version only) — prevents the splash
screen from being displayed when the application is started. This setting
only has effect in the registered version of the application.

e Use Current Profile — when checked, the application will log on your
Exchange Server using the current mail profile if such a profile is
currently logged on (for example, if you are using Microsoft Outlook). If a
profile is not available or this option is not checked, the “Choose Profile”
dialog is displayed when the application starts.

2.5 Apply Permissions to Group

This dialog allows permissions to be set to a group of folders without the
requirement to create a template. To open the dialog, select the appropriate
group and either select the Tools > Apply Permissions to Group... menu item
or right-click the item and select Apply Permissions to Group.

q_'-,npply Permissions To Group il

‘ This window allows yau to apply permizsions to a group of objects.

Selected Group: Sales
Select howy you wish to apply the permissions to the objects within the selected grougp:
" Append the permissions, leaving any existing permissions as they are
" Cwerwrite existing permissions and remove any extra permissions
¥ Cwerwrite existing permissions but leave any extra permissions
(™ Remove the specified permissions

{~ Update existing permissions but do not creste new permissions

Select the folders that will be modified: Set the permissions that will be applied to the selected folders:
ailbox Faolders: [ame: Role:
O% roct Default Mone Add...
O<® calendar ANONYMOUS Mare
Sales Revigswer Remove |
% peleted tems —
I Einbox Properies. . |
Dﬂfg.]nurnal v Include 'Defautt’ User ¥ Include ‘Anonymous' User
llu{
D =S —Permizsions
Os% cutbne
5= sent kems Rales: INnne j
O Tasks
[~ Creste items [~ Eolder owner
[ Read tems [~ Folder cortact
[~ Creste subfolders [~ Folder visible
¥ Preview Modified Mailhoxes Edit ftems Delete tems
¥ Apply to Sub-Groups % Mane £ Mane
¥ Apply to Sub-Folders " Own " awn
Al L
Apply Permissions | Cancel |

The top of the dialog displays the group that will be modified. Select how the
permissions will be applied from the options at the top of the dialog (see below
for more information on these options). Then select the folders that will be
modified from the list of the left of the dialog, and which permissions will be set
on the right of the dialog.
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You can choose how permissions will be applied from one of the following
options:

e Append Mode — only new permissions are added; any existing
permissions on the folders will remain in place and will not be overwritten
by the permissions defined in the template.

e Overwrite mode — all existing permissions (except those of the Default
and Anonymous users) are removed and overwritten by the permissions
defined in the template.

e Overwrite, No Delete mode — all existing permissions are overwritten but
those not specified in the template will not be removed.

e Remove — all permissions specified in the list will be removed but other
existing permissions will not be altered.

e Update — all permissions defined in the list will be updated but any that
do not exist will not be created.

Note The permissions for the Default and Anonymous users can be updated
but if they do exist within the permissions for a folder, they will not be created.

Note For a full description of how permissions can be set, see §4.5.

The three check-boxes at the bottom of the window control are context-sensitive
to the type of object selected in the explorer. They will be available as follows:

When a Single Mailbox is Selected

e “Preview Modified Mailboxes” is disabled.

e “Apply to Sub-Folders”; when checked, any user-created folders within
the selected top-level folders will be modified.

When a Mailbox Group is Selected
NB. A “Mailbox Group” is a generic term for Distribution and Address Lists

e “Preview Modified Mailboxes”; when checked, will cause a list of the
mailboxes that will be affected by the changes to be previewed in a
separate window.

e “Apply to Sub-Groups”; when checked, all child mailbox groups within the
selected group will be modified.

o “Apply to Sub-Folders”; when checked, any user-created folders within
the selected top-level folders will be modified.

When a Public Folder is Selected

¢ “Preview Modified Folders”; when checked, will cause a list of the folders
that will be affected by the changes to be previewed in a separate
window.
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e “Apply to Sub-Folders”; when checked, any sub-folders within the
selected Public Folder will be modified.

To apply the permissions to the objects within the selected group, click the
Apply Permissions button. To close the dialog without applying any changes,
click the Cancel button.

2.6 Report

The Report dialog is used to generate a file containing the permissions set on
the objects within the selected group of the explorer. To open the dialog, select
the appropriate group and either select the Tools > Generate Report... menu
item or right-click the item and select Generate Report....

4 Generate Report x|

Thig window allowws you to export the permissions far the
‘ ohkjects within & groug. The file can ether be plain-text,
Comma-Separated Yalues (CSY) or an Excel speadsheet.

Selected Group:  Global Address List

Cutput File: | _|

IV wpite sz Comma-Separsted Yalues (C5Y) formsat

v Convert to Excel spreadshest on completion

¥ Open spreadsheet in Excel on completion

cors_|

| Ready |

Enter the output file in the box at the top of dialog, or click the “...” button to
select a file. The file may be generated in one of three formats:

Output Format Settings

Plain text De-select the Write as Comma
Separated Values format check-box
CSV (Comma-Separated Values) | Select the Write as Comma
Separated Values format check-box
Microsoft Excel Select the Convert to Excel
Spreadsheet on completion
checkbox, which converts the CSV
output file to Excel format.

Note Excel 2000 or later must be installed to generate Excel spreadsheets.

If the output file is in Excel format, the spreadsheet may be opened
automatically by selecting the Open spreadsheet in Excel on completion
checkbox.

To generate the output file, click the Generate button or close the dialog by
clicking the Cancel button.
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3 TEMPLATES

The Templates feature of the application allows the administrator to create a set
of standard permissions to be applied to Mailboxes and Public Folders.

3.1 The Templates Manager

The Templates Manager dialog is used to manage your templates. The main
part of the dialog displays a list of the templates available in the database. The
view may be changed between icons and a list using the buttons in the toolbar
at the top of the window.

i, Templates Manager 101 =l

EE X o L-o-

o L=0O-
Edit Delete

N

Mew

= L
Icons Lisk

wver on all calendars

Set Sales as Reviewer on Sales group calendars
HIL Set Support 2= Reviewver on Support group inboxes

Cloze |

| Feady | 4

The following actions may be performed:

e To create a new template » click the New button. The Template Wizard
will be opened in Create mode.

e To edit an existing template » select the template from the list, and
either click the Edit or double-click the template. The Template Wizard
will be opened in Modify mode.

e To delete an existing template » select the template from the list and
click the Delete button.

3.2 The Template Wizard

The Template Wizard is used to either create a new template or modify an
existing template. The wizard guides you through a series of steps to configure
the template. At any stage, you may cancel the process by clicking the Cancel
button to return to the Manager dialog. To proceed to the next step, click the
Next button, or to return to a previous step, click the Previous button. Once the
template is correctly configured, the Finish button will become enabled.
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3.2.1 Welcome

Templates

This step simply welcomes you to the wizard. To prevent it from being displayed
each time you run the wizard, select the Do not show... check box.

Click the Next button to proceed to the next step.

3.2.2 Step One — Name and Type of Template

This step configures the name and type of the template.

ik, Create New Template Wizard

Step One - Name and Type of Template

Enter the mame of this templste: IMy Template

Select the type of this template:

In an "Append” template, any existing folder permiszions will remain in
place. Only new permissions defined in the template will be appended to
the permissions for each folder.

i Owerwrite In an "Overwrite" template, all existing folder permissions are overwritten by
thoze specified in the template. Extra permissions that have been granted
wll ke remorved.

Overywrite,  Inan "Oververite, Mo Delete " template, existing permissions will be updated
Mo Delete to those inthe template and extra ones added, but permissions not specified
in the template will remain in place.

{~ Remove In & "Remaove" template, any users specified in the list swil be removed from
the permissions for each folder. Any other users will remain unchanged.

™ Update In an "Updste” template, only users that already exist inthe permissions and

that are specified in the template are modified.

Templates Database: | \pragram Files\Sympre:SECFPMiTemplates mdb

Cancel | = Previous | Mext = I

Fimizt |

Enter/update the name of the template in the text box at the top of the dialog to

identify the template in the list.

Choose the type of template from one of the following options:

¢ Append Mode — only new permissions are added; any existing
permissions on the folders will remain in place and will not be overwritten

by the permissions defined in the template.

e Overwrite mode — all existing permissions (except those of the Default
and Anonymous users) are removed and overwritten by the permissions

defined in the template.

e Overwrite, No Delete mode — all existing permissions are overwritten but
those not specified in the template will not be removed.

e Remove — all permissions specified in the list will be removed but other

existing permissions will not be altered.
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e Update — all permissions defined in the list will be updated but any that
do not exist will not be created.

Click the Next button to proceed to the next step.
3.2.3 Step Two — Modified Objects
This step configures the objects that can be modified by the template.

ik, Create New Template Wizard x|

Step Two - Modified Objects

A template can modify ether Mailbox Folders, Public Folders or baoth. Inthis step, you should choose
which type of objects this template should be allowwed to modify.

{* This template will anly macify Mailbox Folders:

™ This template will only modify Public Folders

™ This template will modify both Mailbox Folders and Public Folders

Cancel | = Previous I Mext = | Fimizh |

Select the appropriate option for the template depending on whether the
template should alter Mailboxes only, Public Folders only, or both Mailboxes
and Public Folders. Your selection here will determine which folders are
available in Step Three.

3.2.4 Step Three — Configure Folders and Permissions

This step configures which folders the template will alter and what permissions
are applied to those folders (see dialog top of next page).

Select the folders that the template should alter from the list of the left-hand side
of the dialog. If the same permissions are going to be applied to all selected
folders, select the Apply the same permissions to all selected folders check
box. If this check box is unchecked, you must set the permissions individually
for each selected folder.
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ih. Create New Template Wizard x|

Step Three - Configure Folders and Permissions

Select the folders to Set the list of users wha will have permissions on the currently
include in this template: zelected falder:
Mailbox Folders: hlame: Fole:
O% roct Sales Reviewer 2dd...
@Calendar Support Reviewwer
@Corﬂac‘fs Tim Martin Editor ﬂl
Deleted it
Eﬁgl E Eatems Propetties... |
nko:x
Dgﬁdgumm ™ Include ‘Defauft! User I~ Include ‘Snomymous! User
O totes —Permissions
O outiane
Jasent tems
Tasks
D@ ¥ Creste tems [~ Eolder owner
[v Read tems [~ Folder contact
[~ Creste subfolders v Folder visible
Edit items Delete tems
= Mone = hlone
£ Own = Owen
e Al e Al

I Apply the same permizsions

to all selected folders
Cancel | = Previous | Mext = I Fimizh |

On the right-hand side of the dialog, the permissions that will be set for each
folder are displayed. These controls work exactly like the controls on the main
window, except the Apply... and Refresh... buttons are not available.

Note The Default and Anonymous users can be modified by the template but if
they do not exist, they will not be created.

Note For a full description of how permissions can be set, see §4.5.

Click the Next button to proceed to the next step.

3.2.5 Ready to Create/Update Template

This final step confirms you want to create or update the template you have
been working on. If you are happy, click the Finish button. Alternatively, you
may return to any previous step by clicking the Previous button.

3.2.6 Finished!

The template has been created or updated. Click the Close button to close the
wizard and return to the Template Manager window.

3.3 Applying a Template
To apply a template to a mailbox, distribution list, address list or Public Folders,

select the appropriate node in the Exchange system tree of the main application
window and click the Templates > Apply Template... menu item, or right-click
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the node and select Apply Template.... This will open the Templates Manager
dialog in Apply mode.

i, Apply Template 10l =l

Ek E‘X P -
= e
; B

Mew Edit Delete Irons List

HIL, Set Receptionists 55 Reviewwer on all calendsrs

—ales as Reviewwer on Sales group calendars

‘Se‘f Support a2 Revievwer on Support group inbozes

Selected Object: Sales

[ Preview: Modified Mailboxes
¥ Apply to Sub-Groups
v Apply to Sub-Folders

Apply Cancel |

| Feesacly | S

The three check-boxes at the bottom of the window control are context-sensitive
to the type of object selected in the explorer. They will be available as follows:

When a Single Mailbox is Selected

e “Preview Modified Mailboxes” is disabled.

e “Apply to Sub-Folders”; when checked, any user-created folders within
the selected top-level folders will be modified.

When a Mailbox Group is Selected
NB. A “Mailbox Group” is a generic term for Distribution and Address Lists

e “Preview Modified Mailboxes”; when checked, will cause a list of the
mailboxes that will be affected by the changes to be previewed in a
separate window.

e “Apply to Sub-Groups”; when checked, all child mailbox groups within the
selected group will be modified.

e “Apply to Sub-Folders”; when checked, any user-created folders within
the selected top-level folders will be modified.

When a Public Folder is Selected

e “Preview Modified Folders”; when checked, will cause a list of the folders
that will be affected by the changes to be previewed in a separate
window.
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e “Apply to Sub-Folders”; when checked, any sub-folders within the
selected Public Folder will be modified.

To apply a template, select it from the list and click the Apply button. After
confirming the action, the application will apply the template to the selected
item. Bear in mind this can be a long process for distribution lists and address

lists with several entries. The progress is displayed in a bar at the bottom-right
of the window.
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4 MISCELLANEOUS ISSUES

This section describes miscellaneous issues that relate to the operation of the
application.

4.1 Exchange 2003/2007 Additional Information

Exchange 2003/2007 limits how many times specific objects on the server can
be opened per session when using the MAPI interface. Two of these limits
affect Folder Permissions Manager because the default values are very low.

To resolve this problem, you can add a registry key that changes the limits that
affect Folder Permissions Manager. The new limits override the default limits of
the server objects in question.

Warning If you use Registry Editor incorrectly, you may cause serious
problems that may require you to reinstall your operating system. Symprex
cannot guarantee that you can solve problems that result from using Registry
Editor incorrectly. You use it at your own risk.

To add a registry key that change the limits, which affects Folder Permissions
Manager, follow these steps:

1. Click Start, click run, type regedit, and then click OK.

2. Expand the following registry subkey of HKEY LOCAL_MACHINE:
\SYSTEM\CurrentControlSet\Services\MSExchangeIS\ParametersSystem

3. Right-click ParametersSystem, point to New, and then click Key.

4. Type MaxObjsPerMapiSession, and then press ENTER to name the
new subkey.

5. Right-click MaxObjsPerMapiSession, click New, and then click
DWORD Value.

6. Type objtFolder, and then press ENTER to name the object.
7. Right-click objtFolder, and then click Modify.

8. In the Value data box, select Hexadecimal as Base, then type 1000,
and then click OK.

9. Right-click MaxObjsPerMapiSession, click New, and then click
DWORD Value.

10. Type objtACLView, and then press ENTER to name the object.
11.Right-click objtACLView, and then click Modify.

12.1n the Value data box, select Hexadecimal as Base, then type 100000,
and then click OK.

Note These settings are not required, but are recommended to be set.
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4.2 Outlook 2000 Additional Information

A problem in the original release version of Outlook 2000 may prevent users
from viewing folders as expected when permissions have been manipulated
using third-party applications. Symprex Folder Permissions Manager' is not
affected by this issue and is fully compatible with all versions of Outlook.

4.3 Public Folders and the Owner User

To prevent the contents of a Public Folder from becoming inaccessible, Folder
Permissions Manager prevents the removal of the rights Folder Owner, Folder
Visible and Edit Own Items for the Owner user of a Public Folder who created
the particular folder. This behaviour is consistent with Outlook.

4.4 Read-Only Public Folders

You will not be able to modify the permissions on some Public Folders, and in
some cases, you will not be able to review the permissions. This is a limitation
of Outlook and not an intentional restriction of the application.

When previewing modified folders in either the Apply Permissions to Group
dialog or Apply Template dialog, read-only folders will not be included in the list.

4.5 Setting Folder Permissions

This section describes how to set permissions on folders using the various
dialogs in the application. These windows are the Main window (§2.2), the
Template Wizard window (§3.2.4), and the Group Permissions window (§2.5).

4.5.1 Name/Role

Displays user names and their permissions for the folder. The default
permission is the role granted to all general users.

Next to Name/Role box, the following buttons are available:

e Add - Selects user, distribution list, and public folder names to add to the
Name/Role box.

¢ Remove — Removes the selected name from the Name/Role box.
e Properties — Displays details about the selected name.

4.5.2 Permissions

Specifies a role for the selected name. When you select a role, the permissions
associated with that role are automatically selected. When you select individual
permissions, the matching role name appears in the Roles box. If there is no

! Symprex Folder Permissions Manager version 3.5 and later.
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matching role, Custom appears. You cannot select Custom; it appears

automatically.

4.5.3 Roles

Specifies a role for the selected name in the Name/Role box.

Role

Description

Owner

Grants all permissions in the folder. Create, read,
modify, and delete all items and files and create
subfolders. The owner can also change permission
levels that others have for the folder.

Publishing Editor

Grants permission to create, read, modify and delete
all items and files, and create subfolders.

Editor

Grants permission to create, read, modify, and delete
all items and files.

Publishing Author

Grants permission to create and read items and files,
modify and delete items and files you create, and
create subfolders.

Author

Grants permission to create and read items and files,
and modify and delete items and files you create.

Nonediting Author

Grants permission to create and read items and files.

Reviewer

Grants permission to read items and files only.

Contributor

Grants permission to create items and files only. The
contents of the folder do not appear.

None

Grants no permission in the folder. Use this as the
default permission when you want to limit the folder
audience to only users you specifically add to the
Name/Role box.

4.5.4 Individual Permissions

The following table describes the effect of each individual permission that can

be set.

Permissions

Description

Create Items

Grants permission to post items in the folder.

Read ltems

Grants permission to open any item in the folder.

Create Subfolder

Grants permission to create subfolders in the folder.

Folder Owner

Grants all permissions in the folder.

Folder Contact

Grants folder contact status. Folder contacts receive
automated notifications from the folder, such as
replication conflict messages, as well as requests from
users for additional permissions or other changes in the
folder.

Folder Visible

Grants permission to see the folder.
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4.5.5 Edit Items

Select one of the following options.

Option Description

None Does not allow changes to any item.
Own Allows you to modify items you create.
All Allows you to modify any item.

4.5.6 Delete Items

Select one of the following options.

Option Description

None Does not allow you to delete any item.
Own Allows you to delete items you create.
All Allows you to delete any item.

Symprex Folder Permissions Manager User’s Guide | 19



Required Account Permissions

5 REQUIRED ACCOUNT PERMISSIONS

Symprex Folder Permissions Manager requires you to be logged into Windows
with a domain account that has permissions on Exchange 5.5, 2000, 2003 and
2007, and in the domain, as described below.

5.1 Exchange 5.5 Account Permissions

To make sure your account has the necessary permissions on Exchange 5.5,
follow these steps:

Step 1
Open Microsoft Exchange Administrator, then:

e Open the Options dialog from the Tools menu.

e Make sure that the Display rights for roles on Permissions page is
checked.

Auto Naming  Permissions | File Formatl

—windows NT domain defaults

Cefault Windomwsz NT domain
DOMAIN =]

& Select user accounts from Windows MT domain of connected Exchange Server

€~ Select user accounts from default Windows NT domain

[ Show Pemmizsions page for all objects

v iDisplay rights for roles on Permissions page

[ Delete primary Windows MT account when deleting mailbos

¥ Try ta find matching Windows NT account when creating mailbos

(] I Cancel Apply Help

Step 2
Click the domain container, then:

e Open the Properties dialog from the File menu.

(see dialog top of next page)
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‘% Microsoft Exchange Administrator
File Edt “iew Toolz Window Help

|SERVER =l EiE EN T AR

% Symprex Ltd Dizplay Name » I Business Phone
Addrezz Book Wievs Configuration
Folders Fecipients
i Global Address List
+ & A
Step 3

Select the Permissions tab in the domain properties dialog, then, for your
account:

e Make sure Mailbox Owner is checked.
e Make sure Logon Rights is checked.

Gereral Permissionsl
© DOMAIN

—windows NT accountz with permizsions

Bemove |
[

Roles: Rights

I Service Account Admin. j Send bz
Mailbox Dwner
Logon Rights i
Replication hd|

QK I Cancel | el | Help |

Step 4
Finally:
e Your account must be a member of the Domain Admins group.

Your account now has the required permissions.
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5.2 Exchange 2000/2003 Account Permissions

To make sure your account has the necessary permissions on Exchange 2000
or 2003, follow these steps:

Note If your account is a member of the Domain Admins group, and it is not a
member of any of the Exchange security groups installed with Exchange server,
it will already have the necessary permissions by inheritance.

Step 1
Open Exchange System Manager, then:

e Select your server (or mailbox store).
¢ Right-click and select Properties to open the Properties dialog.

Step 2
Select the Security tab in the server (or mailbox store) properties dialog, then:

e Add or select your account.
e Allow the Administer information store right.

server 2l x|

Diagnostice Logging I Public Folder Refernalz I Dretails I Directony Access
General I Locales I b ailbiow bl anagement
RPCHTTP | Policies  Sesuity | FulTestindesing | Manitoring

Group or user names:

ﬂi Darnain Admins [SYRMPREXAD omain Admins) ;I
ﬁ: Enterprize Adming [SvMPRE=ME nterprize Admins]

ﬂi Ewvemone J
ﬁ: Ewchange Domain Servers [SYMPRE=MExchange Domain Sery...

ﬂ James Dean [jde@sympres. dom)
B A e IS A e LI
Add... | Remaove |
Pemizzions for James Dean Al Deny
Fiead metabase properties O O Al
Adrinister information store O
Create named properties in the information stare [ O
‘Wiew infarmation store status O O
Feceive Az O O J
Send Az O O LI

For special permizzions or for advanced settings, Aikerized |
click Advanced. —
QK I Cancel | Apply | Help |

Repeat the above steps for appropriate servers (or mailbox stores) as required.

Your account now has the required permissions.
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5.3 Exchange 2007 Account Permissions

To make sure your account has the necessary permissions on Exchange 2007,
follow these steps:

Note If your account is a member of the Domain Admins group, and it is not a
member of any of the Exchange security groups installed with Exchange server,
it will already have the necessary permissions by inheritance.

Step 1

Open the PowerShell, then:

Assign your account the Administer information store right on your
server (or mailbox store) by executing one of the following commands:

To assign the right on your server:

Get-MailboxServer "YourServer" |
add-adpermission -user "YourAccount" -extendedrights
ms-Exch-Store-Admin

To assign the right on your mailbox store:

Get-MailboxDatabase "YourServer\YourMdb" |
add-adpermission -user "YourAccount" -extendedrights
ms-Exch-Store-Admin

Note that you need to replace YourServer with the name of your server,
YourMdb with the name of your mailbox store, and YourAccount with
the account you want to assign the right.

Repeat the above steps for appropriate servers (or mailbox stores) as required.

Your account now has the required permissions.
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6 CONTACTING SYMPREX

6.1 Visit our Web Site

Our web site provides general information about Symprex and our products:
http://www.symprex.com

If you experience technical problems with one of our products, please visit our
support page:
http://www.symprex.com/support

6.2 Contact us by e-mail

Please e-mail general enquiries about Symprex or our products to:
info@symprex.com

Please e-mail sales enquiries to:
sales@symprex.com

Please e-mail support enquiries to:
support@symprex.com

6.3 Contact your local reseller

Symprex has partners and resellers in most countries. You can find your local
reseller here:
http://www.symprex.com/resellers
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